OpenlLDAP Kurulumu, Konfiglirasyonu ve
PasswordPolicy Kurulumu

Dosyay! burdan indirebilirsiniz - slapd.sh
Asadidaki adimlar Pardus 17.4 Server strimunde test edilmistir. Dediskenleri kendi kuracaginiz Idap ortamina goére degistirebilirsiniz.

NOT: kodu ekteki dosyayi indirerek kullaniniz. Bu sayfa lizerinden yaptiginiz kopyalamalarda Idapadd komutu bosluklara karsi hassas
oldugundan problem gikartabilir. ( Confluence galisma seklinden dolayi bos satirlara bir adet space karakteri koyuyor. Bu da Idapadd
komutunu bozuyor. )

#! / bi n/ bash
#TEST AVACLI DI R
#sl apd kurul unu

set -eux

#gerektigi sekilde duzenleyiniz.

confi g_organi zati on_name=par dusl ab
config_fqdn="tI| sl dap. par dusl ab. cont

confi g_domai n=par dusl ab. com

#i | k kurul unda sorul an cn=adm n, cn=config kullanicinin parol as
config_adm n_passwor d=pl secr et

#otomati k ol usturulan kullanicilarin parolalari

user _passwor d=123

#degi skenl er yukaridakiler, asagiya nudahal e etneni ze gerek yok

confi g_domai n_dc="dc=$(echo $config_domain | sed 's/\./,dc=/g")"
config_adm n_dn="cn=adni n, $confi g_domai n_dc"

basedn=$confi g_donai n_dc

r oot dn="cn=admi n, $basedn"

def aul t pol i cy="def aul t ppol i cy"

#Bal amadan once etc/hosts dosyasna |dap.exanple.comgibi ip kaydnz giriniz. dig |dap.exanple.com
# dedi gi ni zde dnsin coézunl emesi gerek
echo "127.0.0.1 $config_fqgdn" >>/etc/hosts

these anwsers were obtained (after installing slapd) wth:

#
#
#  #sudo debconf-show sl apd

# sudo apt-get install debconf-utils

# # this way you can see the comrents

# sudo debconf-get-sel ections

# # this way you can just see the values needed for debconf-set-selections
# sudo debconf-get-selections | grep -E '~slapd\s+ | sort

export DEBI AN _FRONTEND=noni nteractive

debconf-set-sel ecti ons <<EOF

sl apd sl apd/ passwordl password $confi g_adm n_password

sl apd sl apd/ password2 password $confi g_adnm n_password

sl apd sl apd/ domai n string $config_domain

sl apd shared/ organi zation string $confi g_organi zati on_nane

ECF

apt-get install -y --no-install-recomends slapd |dap-utils

sleep 2

# create the peopl e container.

# NB the "“cn=adnin, $config_domai n_dc® user was automatically created
# when the slapd package was installed

| dapadd - D $config_adm n_dn -w $confi g_adm n_password <<EOF
dn: ou=peopl e, $confi g_domai n_dc

obj ect d ass: organi zati onal Unit

ou: people


https://belge.pardus.org.tr/download/attachments/15860150/slapd.sh?version=1&modificationDate=1551773850014&api=v2

dn: ou=hq, $confi g_domai n_dc

obj ect d ass: organi zational Unit
ou: hq

ECF

# add peopl e
function add_person {
local n=$1; shift
l ocal nane=$1; shift
| dapadd -D $config_adm n_dn -w $config_adm n_password <<ECF
dn: ui d=$nane, ou=peopl e, $confi g_domai n_dc
obj ect d ass: i net OrgPerson
obj ect d ass: posi xAccount
obj ect d ass: shadowAccount
honeDi rectory: /home/ $nane
I ogi nShel | : /bi n/ bash
obj ectd ass: top
ui dNunber: 512$((n+1))
gi dNunber: 512$((n+1))
user Passwor d: $(sl appasswd -s $user _password)
ui d: $nane
mai | : $name@confi g_domain
cn: $name
gi venNane: $nane
sn: $nane
#t el ephoneNunber: +1 888 555 000$((n+1))
#l abel edURI : http://yavuz. con ~$nane Personal Hone Page
ECF
#j pegPhot 0: : $( base64 -w 66 avatar-$n.jpg | sed 's,”, ,9g")

}

#peopl e=(alice bob carol dave eve frank grace henry)
peopl e=(yavuz enes serdar ciho)
for nin "${!people[@}"; do
add_person $n "${peopl e[ $n]}"
done

# show the configuration tree
| dapsearch -Q -LLL -Y EXTERNAL -H ldapi:/// -b cn=config dn | grep -v '"$

# show the data tree
| dapsearch -x -LLL -b $config_domain_dc dn | grep -v '"$

# search for people and print some of their attributes
| dapsearch -x -LLL -b $config_domai n_dc ' (objectC ass=person)' cn nai

#o------ ou=peopl e ve test kullanicilari eklennmesi bitti group eklenmesi ile devam edilecek

# config databsei icin rootpw tani nl annasi

#configg kullanicisi ile bir sey yapacagi n zaman parol an bu ol acak
| dapnodi fy -Y EXTERNAL -H I dapi:/// <<ECF

dn: ol cDat abase={0}confi g, cn=config

changetype: nodify

add: ol cRoot PW

ol cRoot PW $(sl appasswd -s $confi g_adm n_passwor d)

ECF

#----slappasswd nin yanindaki 1111111111 hard coded parol a dei kene cevirdi m
#----ou=group ekl ennes

| dapadd - D $config_adm n_dn -w $config_adm n_password <<ECF

dn: ou=groups, $confi g_domai n_dc

obj ect d ass: organi zational Unit

ou: groups

ECF

| dapnodi fy -Y EXTERNAL -H I dapi:/// <<EOF
dn: ol cDat abase={ 1} mdb, cn=config
changetype: nodify

repl ace: ol cAccess



ol cAccess: {0}to attrs=userPassword by self wite by anonynous auth by * none
ol cAccess: {1}to attrs=shadowLast Change by self wite by self read by * none
ol cAccess: {2}to * by self read by * none

ECF

| dapnodify -a -x -D "cn=adm n, cn=config" -w $config_adm n_password -f /etc/|dap/schema/ ppolicy.|dif

| dapnodify -a -x -D "cn=adnin, cn=config" -w $confi g_adm n_password <<ECOF
dn: cn=nodul e{0}, cn=config

changetype: nodify

add: ol cMbdul eLoad

ol cMbdul eLoad: ppolicy

ECF

| dapnodify -a -x -D "cn=admi n, cn=confi g" -w $confi g_adm n_password <<EOF
dn: ol cOverl ay={ 0} ppol i cy, ol cDat abase={ 1} mdb, cn=confi g

obj ect d ass: ol cOverl ayConfig

obj ectd ass: ol cPPolicyConfig

ol cOverlay: {0O}ppolicy

ol cPPol i cyDef aul t: cn=%def aul t pol i cy, ou=pol i cy, $basedn

ol cPPol i cyHashCd eartext: TRUE

ol cPPol i cyUseLockout: TRUE

ol cPPol i cyForwar dUpdat es: FALSE

ECF

systenttl restart slapd.service

sleep 3
#Pol i cy Oesini ol uturm

| dapadd -x -w $config_adm n_password -D "cn=adm n, $bhasedn" <<EOF
dn: ou=policy, $hasedn

obj ect d ass: organi zational Unit

obj ectd ass: top

ou: policy

description: password policy group

dn: cn=$def aul t pol i cy, ou=pol i cy, $basedn
obj ect d ass: person

obj ect d ass: pwdPol i cy

obj ect d ass: top

cn: Defaul tPolicy

pwdAt tri bute: userPassword
sn: Defaul tPolicy
description: default password policy
pwdAl | owlser Change: TRUE
pwdCheckQual ity: O

pwdExpi r eWar ni ng: 599
pwdFai | ureCountinterval: 0
pwdG aceAut hNLimit: 2

pwdl nHi story: 3

pwdLockout : TRUE
pwdLockout Dur ati on: 300
pwdMaxAge: 600

pwdMaxFail ure: 3

pwdM nAge: O

pwdM nLength: 4

pwdMust Change: TRUE

pwdSaf eMbdi fy: FALSE

ECF

Bazi Password Policy yapilandirma ayarlarinin karsiliklari agagidaki gibidir;



pwdExpireWarning: Sifrenin gecerliligini yitirecedi stireye dair uyarilarin sifre gegerliligini bitirmeden ne kadar slre 6nceden verilmeye
baslayacadini belirler. Siire cinsi saniyedir.

pwdFailureCountlInterval: Hatal sifre sayacinin, deneme yapilmaz ise, ne kadar strede sifirlanacagini belirler. 0 sayacin
sifirlanmayacadi anlamina gelir. Sire cinsi saniyedir.

pwdGraceAuthNLimit: Gegerliligini yitirmis ve degistirilmis sifrenin kag kere kabul edilecegini belirler.

pwdInHistory: Sistemin kullanicinin en son kullandidi kag sifreyi hatilayacadini belirler. Bu liste igerisindeki sifrelerin yeniden
kullanimina izin verilmez. Parametre sifre sayisini belirler.

pwdLockout: TRUE ya da FALSE olabilir. Kullanicilarin sifrelerini ilgili alanda belirtilen say! kadar hatali girdikleri zaman hesaplarinin
kilitlenip kilitlenmeyecegini belirler.

pwdLockoutDuration: Kullanicilarin hesaplar eder kilitlenirse, ne kadar sure kilitli kalacagini belirler. Siire cinsi saniyedir.

pwdMaxAge: Kullanicilarin sifrelerinin ne kadar siire gegerli olacagini belirler. Sure bitimi sonrasinda kullanicinin sifresi
gtincellenmelidir. Yoksa kullanici giris yapamaz. Siire cinsi saniyedir.

pwdMaxFailure: Kullanicinin hesabinin kag hatali sifre girisi sonucu kilitlenecegini belirler.

pwdMinLength: Kullanicinin yeni sifresinin en az kag karakter uzunlugunda olacagini belirler.

pwdMustChange: TRUE ya da FALSE olabilir. Kullanicinin sifre gegerliligi sona erdikten sonra sifresinin degistirilmesi zorunlulugunu
belirler.

pwdSafeModify: TRUE ya da FALSE olabilir. Kullanicinin sifre degistirebilmesi igin eski sifresini openLDAP sunucuya génderip
gondermeyecedini belirler.
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